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S3 Introduction  

What is  S3? 
S3 is a software security client built to run on U3 enabled smart drives.  S3�[s two functions include two-
factor authentication for access and encrypting data in transport.  One of the most intriguing features of 
S3 is providing a client that embeds encryption options at all possible layers with AES at Layer 2, IPSec 
and PPTP at Layer 3, SSH at Layers 4-5 and SSL at Layers 6-7 all on one key.   

Multi VPN Client and Gateway Solution  
� �̂Á �����š��� �̂‰�}�š�[�•��goal is to support as many VPN protocols and VPN gateways and appliance vendors as 
possible in order to offer a true multi vendor solution to its customers.  The VPN gateways or appliances 
are tested in our labs.  The list of certified gateways is available on our web site and is constantly 
increasing.  Please check regularly for new certified VPN gateways. 

IPSEC VPN STANDARDS AND PROTOCOLS 
Introduction 

IPSec (Internet Protocol Security) is a framework of open standard for ensuring private, secure 
communications over IP networks through the use of cryptographic security services.  IPSec provides the 
ability to protect communication between workgroups, local area network computers, domain clients, 
servers, branch offices, and extranets.  � �̂Á �����š��� �̂‰�}�š�[�•��� �̂ï���/�W� �̂�����option supports the following standards: 

Connection type 

�x Tunnel 

�x Transport 

Key management 

�x Manual 

�x Automatic, Internet Key Exchange (IKE), RFC 2409 

Gateway authentication 

�x ISAKMP, RFC 2407, 2408 

�x Pre-shared secret key 

�x Public Key Infrastructure (PKI) 


